MESSAGES TRANSMITTED BY AMATEUR RADIO

DURING A DECLARED EMERGENCY OR DISASTER 

Question presented:


What messages or types of messages may be sent over amateur radio during a declared emergency or disaster? 


Since Hurricane Katrina took out much of the gulf coast region over a year ago and amateur radio was called upon to provide communications to many agencies. Much has been written (on the amateur radio blogs) and even more opinions voiced over the air and at club meetings respecting the types of and content of messages sent over amateur radio during times of a declared emergency or disaster. See: See: FCC Rules and Regulations, Part 97, 401. Subpart E. (47 CFR 97.401).  The answer to this question is divided into two parts, the legal theory and the practical application and discussion. This opinion consist of four (4) pages: 

Although business, media access, or broadcasting considerations respecting amateur radio may arise during the course of a disaster, this opinion is limited to the stated topic.


The following concepts must be taken into consideration. The incident commander, served agency, person in-charge, and all message originators must be made aware of these concepts at the outset of the deployment for disaster communications: 

· Privacy and Amateur Radio are mutually exclusive concepts – there is no privacy or expectation of privacy on amateur radio frequencies;

· Amateur Radio is prohibited from using any form of communications security (the ability or method to hide the actual transmission(s); and

· Amateur Radio is prohibited from using any form of encryption to hide the content of any transmission(s) (satellite and Internet access excepted).
Legal Theory and Answer:


FCC Rules and Regulations (hereinafter: R&R), Amateur Radio Service, Part 97, et. Seq. (47 CFR 97, et, seq.) contains no prohibitions on the type of message that may be sent over amateur radio nor does Part 97 contain any prohibitions on the content of the message provided the content of the message is consistent with Part 97, Section 113(a)(4) concerning prohibitions on obscenity and indecency or criminal activity.



If the message contains sensitive information, the question that each control operator must ask himself or herself is “this message best delivered by some means other than amateur radio?

Practical Application and Discussion:

Everything that can be said about message handling during normal operating environments can be also be said of disaster messaging environments except that during a disaster, you use whatever means at your disposal to transmit (send) the message.  Generally see:  FCC R&R, Part 97, Section 403, respecting Safety of life and protection of property.


Incident to amateur radio deployment in disaster communications, traffic (messages) transmitted over Amateur Radio may consist of but are not limited to the following:

·  Agency logistics concerning personnel, supplies, or deployment;

·  ARRL numbered radiograms;

·  General health and welfare messages;

·  Medical team deployment, logistics, or operations;

·  Medical traffic, medications, patient conditions, or causality list; 

·  Rescue team personnel, logistics, deployment or operations; 

·  Service traffic related to amateur radio, operator/equipment concerns or      availability, circuit operation, frequency, transmission mode;

·  Vehicle traffic conditions and road closings; and

-     Weather conditions and reports;

It is always advisable to keep a copy of the message transmitted should the need later arise as to what the original message actually was.

Keep the following in mind:

· The message originator is entirely responsible for the content(s) of any message!   

The originator of any message has the responsibility to know what the contents of the message may or may not contain. It is not your duty or responsibility as a communicator to draft the message for the originator. 

This is not to say that you may not help the originator correctly phrase the message or remind the originator of the ARRL suggested content prohibitions or the absence of privacy associated with messages sent over amateur radio circuits. 

It is not your responsibility to change, add, or delete the contents of any message received from the message originator.

A suggestion: if you notice a missing punctuation that may lead to ambiguity, you may want to bring this to the attention of the originator, otherwise you risk generation of additional messages asking for clarification of the original message or results not anticipated or intended by the originator of the message.

Always make sure that the originator of the message initials any changes, additions, or modifications to the message.
The control operator is absolutely responsible for all message traffic (not the content) sent over the Amateur Radio station of which he/she is the designated control operator! See: FCC R&R, Part 97, Section 103(a) and Section 103(b).  Also see: FCC R&R, Part 97, Section 105(a). 

The control operator is free to refuse to transmit (send) any message generated by the incident commander, served agency, or person designated to originate messages.

If you, as the control operator, feel un-comfortable with the contents of any message received for transmission, it is your duty and your responsibility to make your concerns known to the originator of the message. 

Always transmit (send) the message exactly as drafted by the originator.

All control operators should review (in detail) the ARRL Emergency Communications Course© regarding ARRL suggested prohibitions on contents of messages and the section associating types of messages with mode of transmission.

YOU DO WHAT IS NECESSARY AND WORRY ABOUT THE
PAPER WORK LATER!


NOTE: In discussions with the ARRL, Dan Henderson, N1ND, suggested (and this author fully concurs): “that if existing lines of (agency) communications are operational, normal routine served agency traffic (messages) not related to the disaster deployment should not be accommodated, since amateur radio is a supplement to normal served agency communications and not used to supplant the agency communication system.”

Additional NOTE: One of the best and most complete message forms seen by this author is the form designed by the Columbus, Georgia Emergency Management Agency for emergency communications. Referred to as: Radio Message - Form (CGS-213- Radio), Rev. 12/05.  I am sure Columbus EMA would make a copy available for inspection and possible use by other organizations.
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